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Abstract

Over the past decade, the number of cyberattacks affecting United States small- and medium-
sized enterprises (SMEs) has increased substantially; with an average per-breach loss of
$500,000 USD. Cyber-breaches most often result in business closure within 6 months of the
breach. A modified Delphi technique used with a 20-member panel of cybersecurity experts was
conducted to discover ways SMEs could prevent these breaches. Using four sequential survey
rounds sent using confidential SurveyMonkey links, information and cybersecurity experts
shared their ideas about forward-looking practices for strategic cybersecurity risk management
for SMEs and then, after data analysis reduction occurred, provided expert opinions regarding
their level of agreement with and consensus regarding strategic, cybersecurity, risk-management
practices for SMEs. The experts were located through the UserInterviews platform, and their
credentials were validated using LinkedIn data. Both qualitative and quantitative analyses led to
a final list of 20 practices that could protect and secure business information, organized among
three previously identified categories: security culture, strategic alignment, and value. After
acquiring the list of practices, the final survey round asked the experts to rate the practices for
desirability and feasibility. Comments from experts regarding their reasons for their choices and
ratings were also documented, analyzed thoroughly, themed and discussed. The identified
practices led to a new framework: the Ashley Information Protection Framework (AIPF). SME
information professionals could use the AIPF to improve the overall security posture of their
businesses and protect business intelligence from cyberattack. Other cybersecurity researchers
could use the AIPF for future research on specific practices identified by this study.
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Introduction

The trend towards the use of big data, technology, and business intelligence has grown
exponentially over the past decade. Similarly, the threat and reality of cybercrime has increased,
especially for small- to medium-sized enterprises (SMEs), which have fewer resources to protect
against such attacks. Cyberattacks affected nearly 70% of surveyed owners of SMEs in 2020
(Tharnish, 2020) and over 58% of those surveyed admitted that security breaches occurred
because of those attacks. Recent data showed that COVID-19 and the resulting move to more
remote work and online data usage created new and unique security challenges for SMEs (Lallie
et al., 2021). Bocetta (2019) found that 20% of all SMEs were victimized by cybercriminals and
of those who experienced such attacks, nearly 60% of them were driven to close because of
financial and reputational damages caused by breaches. IBM (2019) similarly noted that for
SMEs, cybercrimes cost, on average, $2.5 million per breach. Since 2019, with unprecedented
inflation and the impact of the pandemic, these costs are significantly higher. Connectwise
(2022) reported that the changes to types of cybersecurity breaches from 2021 to 2022 will
include a move from previous “big game hunting” methods (targeting huge organizations and
utility grids) to smaller wins with SMEs, which will give them more targets and less exposure to
being caught (p. 19).

The U.S. Small Business Administration’s (SBA) chief information officer (CIO) encouraged all
SMEs to implement cybersecurity strategies into their business plans (Brands, 2020). Numerous
researchers have explained why SMEs ignore this advice, including lack of knowledge (Bada &
Nurse, 2019; Scott, 2019; Small Business Administration, 2019; Watad et al., 2018), inadequate
resources (Bada & Nurse, 2019; Paulsen & Toth, 2016; Scott, 2019; Small Business
Administration, 2019; Watad et al., 2018), lack of appreciation of cybersecurity threats (Foley,
2017; Teymourlouei, 2018), and failure to recognize how human errors lead to breaches (Watad
et al., 2018). Connectwise’s 2022 report showed that more SMEs will fail to prevent breaches as
the cost of talent increases post-pandemic will mean fewer dollars available for cybersecurity. As
the war in Ukraine has increased the tensions between Russia and the U.S., Connectwise also
warned that SMEs need to be ever vigilant for cyber-breaches. This study sought to find feasible
and manageable strategic cyber-protective practices for SMEs to implement.

Background

Cybercriminals exist in a dark world that is difficult to locate. Most SME leaders focus heavily
on their day-to-day and strategic goals related to their service model or product lines and fail to
recognize the danger of cyber-vulnerabilities until it is too late. Ghafir et al. (2018) showed how
malicious cyberattacks advance in lockstep with technological advances; SME owners must
include a dependable information technology (IT) infrastructure to support modern customer
requirements and provide access to their services (Watad et al., 2018). Yet, few cybersecurity
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strategy studies have focused on the special needs of SMEs, mostly focusing on large
organizational needs and product lines. While the cost of IT products can seem steep, the
potential for loss due to cybercrime is much greater (Watad et al.).

Many cybersecurity frameworks exist which lead large organizational leaders and CIOs through
complex, dense, and expensive processes to protect their business information (Paulsen & Toth,
2016). Wild (2018) found 250 different cyber and information security frameworks in use, and
since then, many more have been created. KauSpadiené et al. (2019) noted that there are no
strategies or guidelines for SMEs to use; Scott (2019) warned that most cybersecurity trainings
are designed for larger organizations and not SMEs, even though at least 40% of SME data
breaches are a result of employee error and human vulnerabilities. Finally, survey and research
data continue to highlight the SME owner overall lack of appreciation of their own potential for
victimization; a false sense of security in thinking they are too small to be noticed leads them
into the traps of cybercriminals (Foley, 2017; McCollum, 2019).

IT Business Problem and Gap in Practice

The United States (U.S.) SBA (2019) noted that 99% of all companies with employees in the
U.S. were considered small businesses, they accounted for 33.3% of all export revenue totaling
$429.3 billion and employed nearly half of all U.S. private-sector employees. While the global
pandemic due to COVID-19 paused many SBA and government reporting centers, the number of
SMEs moving to remote and hybrid worker models during that time has created a heightened
problem for SMEs with fewer skilled workers to help create solutions (Connectwise, 2022).
Considering the statistical relationship between cyberattack losses and SME closures, the impact
to U.S. workers remains a concern and problem to the U.S. economy and SME functionality. The
problem of cyberattacks remains a concern for all SME owners.

The literature review section of this article regarding SMEs and vulnerability to cybercrime
shows that a gap in practice exists — SMEs simply do not recognize their potential for breach,
they do not establish protective practices, and they do not have strategic plans in place to avoid
cybertheft of their company and informational assets. This study’s goal was the creation of a
framework and a list of strategic practices that pertain specifically to SMEs, endorsed and
established by knowledgeable SME cybersecurity experts. The practices were geared toward
potential losses of five types of data defined by the Council of Economic Advisors (2018):
personal identifying data, confidential intellectual property information, digital infrastructure
knowledge, financial data, and infrastructure control data.

Terms and Definitions

This study relied on the following terms and definitions of those terms to assist in a consistent
and interpretable set of findings and results. These terms and definitions were shared with the
expert panel to ensure that everyone understood the foundation of the problem and meaning of
each word or strategic practice.
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= Cybersecurity: Protecting information assets by addressing threats to information
processed, stored, and transported by internetworked information systems (ISACA, n.d.).

= Information Security: Protecting information from unauthorized users, improper
modification, and denial of data availability (HITRUST, 2020a; ISACA, n.d.).

= Security Culture: “A pattern of behaviors, beliefs, assumptions, attitudes, and ways of
doing things” (ISACA, 2012, p 91).

= Small and Medium Enterprise (SME): Independent businesses with fewer than 500
employees (U.S. Small Business Administration, 2019).

=  Small and Medium Business Leadership: The persons who make SMEs’ strategic
decisions, manage the employees, allocate resources, or shape organizational culture.

= Strategic Alignment: Information and cybersecurity plans and activities that enable
enterprise business strategy and objectives (International Organization for
Standardization, 2018; ISACA, 2012).

* Value Creation: Demonstrating business value by positively contributing to business
objectives resulting from information and cybersecurity activities or investments adjusted
for risk (ISACA, n.d.; ISACA, 2012).

Project Questions

Two project questions guided the data collection process of the study and explained the
overarching aim of the study.

Question 1: What forward-looking practices did a panel of IS strategic experts identify
as best fitting the needs of strategic cybersecurity risk management of SME business
information?

Question 2: On which of the practices were IS strategic experts able to reach consensus
as to their desirability and feasibility for strategic cybersecurity risk management of SME
business information?

Applied Framework

This project's initial guiding framework amalgamized 15 information and cybersecurity
frameworks into three key business concepts: security culture, business alignment, and value
creation (Figure 1 and Table 1).
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Figure 1

Applied Framework of Study

Strategic
Cybersecurity
Risk
Management
Practices

Strategic Value
Alignment Creation

Business Problem: The specific business
problem is that cyber-attacks within small and
medium enterprises produce average losses of
$500,000 USD and impact business continuity
resulting in closure for most affected firms
within six months of a security breach.

Note. Framework pieces adapted from “SBA official: Hacks cost small business average of
$500,000,” by W. Heilman, Colorado Springs Gazette, (https://gazette.com/business/sba-
official-hacks-cost-small-business-average-of-500-000/article_dc5e7e0a-f74f-11e9-a5b1-
bb5b760b734b.html). “Small and mid-size businesses need to focus on cybersecurity,” by M.
Chevalier, Security Magazine, (https://www.securitymagazine.com/articles/89202-small-and-
mid-size-businesses-need-to-focus-on-cybersecurity).

Table 1

Information Security Existing Frameworks with their Sources

Framework APA Citation
COBIT 5 Information Systems Audit and Control Association.
(2012). COBIT 5: A business framework for the governance
and management of enterprise IT
https://www.isaca.org/bookstore/cobit-5/wcb5

Information Technology Rouse, M. (2020). Information technology infrastructure

Infrastructure Library (ITIL) library (ITIL).
https://searchdatacenter.techtarget.com/definition/ITIL

NIST Cybersecurity Framework National Institute of Standards and Technology. (2018).

(CSF) Framework for improving critical infrastructure
cybersecurity.



https://gazette.com/business/sba-official-hacks-cost-small-business-average-of-500-000/article_dc5e7e0a-f74f-11e9-a5b1-bb5b760b734b.html
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ISO/IEC 38500 Information
technology — Governance of IT
for the organization

ISO 27000 Series

NIST SP 800-53 Privacy
Framework

NIST SP 800-171

HITRUST CSF

IT governance for SME

NIST NICE Framework

Cyber Security Governance: A
Component of MITRE’s Cyber
Prep Methodology

An Information Security
Governance Framework

https://doi.org/https://doi.org/10.6028/NIST.CSWP.041620
18

Holt, A. (2013). Governance of IT: An executive guide to
ISO/IEC 38500. BCS Learning & Development Limited.
http://ebookcentral.proquest.com/lib/capella/detail.action?d
ocID=1213991

International Organization for Standardization. (2018).
Information technology — Security techniques —
Information security management systems — Overview and
vocabulary.

https://standards.iso.org/ittf/Publicly AvailableStandards/

National Institute of Standards and Technology. (2020).
NIST privacy framework: A tool for improving privacy
through enterprise risk management, version 1.0.
https://doi.org/https://doi.org/10.6028/NIST.CSWP.011620
20

Ross, R., Pillitteri, V., Dempsey, K., Riddle, M., &
Guissanie, G. (2020). Protecting controlled unclassified

information in nonfederal systems and organizations.
https://doi.org/https://doi.org/10.6028/NIST.SP.800-171r2

HITRUST. (2020b). HITRUST CSF version 9.4
https://hitrustalliance.net/csf-license-agreement

Josi, P. (2012). IT governance for SME.
http://www.isaca.ch/images/downloads/downloads/diplomar
beiten/IT Governance for SME.pdf

Newhouse, W., Keith, S., Scribner, B., & Witte, G. (2017).
National Initiative for Cybersecurity Education (NICE)
Cybersecurity Workforce Framework.
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.
SP.800-181.pdf?trackDocs=NIST.SP.800-181.pdf

Bodeau, D., Boyle, S., Fabius, J., & Graubart, R. (2010).
Cyber security governance. The MITRE Corporation.
https://www.mitre.org/publications/technical-papers/cyber-
security-governance

da Veiga, A., & Eloff, J. H. P. (2007). An Information
Security Governance Framework. Information Systems
Management, 24(4), 361-372.
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Information security Volchkov, A. (2018). Information security governance:
governance: Framework and Framework and toolset for CISO's and decision-makers.
toolset for CISO's and decision- Auerbach Publications.

makers

Full IT Service Management FITSM. (2016). Part 0: Overview and vocabulary.
https://www.fitsm.eu/downloads/#toggle-id-1

The Information Assurance for  Dresner, D. G. (2018). The IASME governance standard
SMEs (IASME) Governance for information and cyber security. (5).

Standard for Information and https://iasme.co.uk/wp-

Cyber Security content/uploads/2019/04/IASMEStandardv5.pdf

Enterprise Risk Management Committee of Sponsoring Organizations [COSO]. (2017).
Enterprise risk management: Integrating with strategy and
performance. https://www.coso.org/Documents/2017-
COSO-ERM-Integrating-with-Strategy-and-Performance-
Executive-Summary.pdf

Literature Review

A modified Delphi technique relies first on a thorough literature review to identify the practices
previously found in research and practice (Stewart et al., 1999). Then, the researcher can use all
known practices as a foundation for moving forward and finding new, forward-looking practices
or strategies. This section identifies the most pertinent of research used to seed the initial Delphi
round.

The Evolution of Cybersecurity Risk Management Literature

Practitioners recognized that the information revolution gave firms a strategic and competitive
advantage (Porter & Millar, 1985; Rastogi & von Solms, 2005), while the evolution of the
personal computer introduced risk into the world of IT (Dlamini et al., 2009). Risks from
information loss led to elementary security practices (i.e., passwords, physical locking of storage
rooms); most early efforts related to information security focused on the technical aspects of
security designed to manage cybersecurity risks (B. von Solms, 2000).

With the expansion of the internet and early e-commerce, firms focused on policy, procedures,
standardization, best practices, and security plans (B. von Solms, 2006; S. H. von Solms, 2010).
Firm leaders learned that these practices failed to address the human factor (da Veiga & Eloff,
2007). Managers were encouraged to communicate information security importance from top-
down, and to lead by example (Corriss, 2010; da Veiga et al., 2020).

Throughout the early 2000s, information security experts and leaders began growing their
knowledge and understanding of the need to implement risk management for their IT protections
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(Dlamini et al., 2009; Gashgari et al., 2017; Posthumus & von Solms, 2004). Yet, SMEs
continued to disregard the dangers of cyberattacks. While many sets of best practices have been
created for and by large firms, scaled and appropriate practices for SMEs remain a gap in the
body of knowledge and practices. The known practices were organized by the three categories
gleaned from the frameworks listed in Table 1.

Security Culture

Security culture elements focus on human behavior, ways of working, and heightened security
awareness across the organization. Bull (2019) asserted that a robust security culture has more
influence on the successful implementation of a security strategy than security professionals'
traditional hard skills. Noncompliance and poor enforcement undermine the strategy's goals
(Bull, 2019). Companies should make security an everyday occurrence with rewards or
reprimand for employee security behavior, creating a culture (Dresner, 2018). Many security
experts proposed policy management, awareness, and training and education initiatives that work
for larger firms with extensive resources (Santos-Olmo et al., 2016). SMEs, however, could not
afford to adopt these initiatives to protect themselves from malicious actors, despite the potential
for devastating loss by failing to do so. Research showed that a preventative information security
culture mitigates human-related threats in organizations (da Veiga et al., 2020; Parsons et al.,
2015).

Finding an appropriate security culture definition for SMEs was difficult since multiple
definitions exist. Van Niekerk and von Solms (2010) argued for a four-element definition:
artifacts, espoused values, shared tacit assumptions, and knowledge. AlHogail (2015) agreed that
artifacts, values, and assumptions make up an IS culture but did not note knowledge as an
element. Nel and Drevin (2019) found 24 cultural factors in their study. Nasir et al.’s (2019)
meta-analysis of 79 studies identified 12 elements, plus multiple sub-elements. A scouring of the
literature resulted in the security culture elements listed in Table 2 which fueled the survey
instrument of the Round 1 modified Delphi approach.

Table 2

Literature Review Summary Table for Security Culture

Citations Solutions for Round 1 of Delphi Study

(Bull, 2019; ISACA, 2018; Audit the company culture to establish a set of KPI's

Santos-Olmo et al., 2016) to create a baseline security culture.

(AlHogail, 2015) Develop methods to measure employee security
competence.

(ISACA, 2018; Nel & Drevin,  Regular training programs create awareness for
2019) employees on how to respond to security threats.
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(COSO, 2017; da Veigaetal., Establish a comprehensive training program to
2020; International promote information security knowledge among
Organization for employees.
Standardization [IOS], 2018)

A corporate learning initiative should be enacted to

(COSO, 2017; 108, 2018; ensure the aspect of information security are
Santos-Olmo et al., 2016) communicated to all levels of the organization.
(AlHogail, 2015) All employees should be trained on legal regulations

regarding cybersecurity.

(Nel & Drevin, 2019) Companies should invest in the personal needs of the
employees to enhance loyalty and reduce the risk of
insider threats.

(Santos-Olmo et al., 2016) Security policies and practices tend toward simplicity
to ensure employee convenience and easier adherence
to information security practices.

(AlHogail, 2015; da Veiga et A comprehensive employee management system
al., 2020; Nel & Drevin, 2019) should be enacted that includes good and bad
consequences of information security behaviors.

(AlGhamdi et al., 2020) Develop awareness programs that are "top-down" in
the organizations to ensure that all levels understand
the policies, practices, and consequences of
protecting business information.

(Josi, 2012; Newhouse et al., Develop strategies to mitigate insider threats to
2017) systems and networks.

(Dresner, 2018; Santos-Olmo ~ Develop access control plans to control who can
et al. 2016) access business information with a “need to know”
way of working.

(da Veiga & Eloff, 2007; Leadership provides sponsorship for cybersecurity
Newhouse et al., 2017) governance.
Strategic Alignment

Multiple researchers have pointed to the need to align business process, services, and practices to
ensure a more supportive security-focused culture (Josi (2012; Volchkov, 2018). As with
security culture, the literature and existing frameworks were scoured to create the strategic
alignment practice lists for the participants to use as a seed to their inputs.
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Decision-makers struggle with prioritizing activities and their respective value, making
alignment with the larger business difficult (Hayden, 2016). SME resource scarcity means that
alignment is even more important for them to ensure resources are available for security
activities (AlGhamdi et al., 2020). Pratt (2019) recommended including lower-level employees
in the planning process and Petrie (2017) explained that using performance management metrics
which included security imperatives would assist with strategic alignment goals. Other
researchers warned that all corporate governance activities need to include a component of
information security (Schinagl & Shahim, 2020; S.H. von Solms, 2010).

Strategic alignment of information security to business goals is not without its challenges. One-
third of firms lacked an alignment between technology strategy and security in 2019 (Pratt,
2019), only 15% of SMEs had a security component in their strategy in 2020 (Lloyd, 2020) and
Connectwise (2022) found the numbers for alignment and inclusion were even more dire for
SMEs in 2021 and 2022 (finding two-thirds were underprepared for cyberattacks). Table 3
provides the literature-based findings of practices which fed the Round 1 survey for the study.

Table 3

Literature Review for Strategic Alignment Elements

Citations

Solutions for Round 1 of Delphi Study

(Pratt, 2019)

(Hayden, 2016)

(Granneman, 2018;
Volchkov, 2018)

(Granneman, 2018;
Stackpole, 2019)

(Petrie, 2017)

(Bodeau et al., 2010; Josi,
2012; Volchkov, 2018)

Create a process where security teams and IT teams,
developers, and functional business teams all collaborate
early in the development cycle to ensure alignment of
security and business goals

Business leaders and information security teams jointly
fill in Osterwalder's Business Model Canvas to
understand all facets of the business, security, and
customer relationships.

Create an aligned business and security strategy and
roadmap to span a three3-year period.

Create a cross-functional committee to establish a
centralized technology budget structure to offer
transparency into IT security investments to internal
stakeholders.

Create information security key performance indicators
that tie directly to business goals and imperatives.

Align information security practices with business
strategy to support organizational objectives.
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(Bodeau et al., 2010; Leadership must be actively involved and committed to
Dresner, 2018; FITSM, strategic planning related to security services in the
2016) organization.

(Bodeau et al., 2010; Develop an organizational strategy to manage

HITRUST, 2020b; National  cybersecurity risks that supports business objectives.
Institute of Standards and
Technology, 2018)

(National Institute of Develop appropriate activities (strategy making) to
Standards and Technology, enable the organization to manage data with sufficient
2020) granularity to manage privacy risks.

(Bodeau et al., 2010; Develop a risk management profile for use in strategy
Dresner, 2018; HITRUST, formulation.

2020b)

Value Creation

As noted in both the strategic alignment and security culture sections, SME resource-limitations
mean that value creation for the business is a critical component of a cyber-focused
implementation framework. The value creation component of the applied framework was built
using elements included in COBIT 5 (ISACA, 2012), ISO 27000 (International Organization for
Standardization, 2018), ISO 38500 (Holt, 2013), and Volchkov (2018). Additional customer-
focused security strategies recommended by Farshchi and Douglas (2010), Dickson (2019),
Boehm et al. (2019), and Wu and Saunders (2016) were also included. A company can create
value with cybersecurity by creating a level of cybersecurity threat awareness across the business
(Berkman et al., 2018).

Suer (2018) explained that leadership needs proof that information security adds to business
value for them to consider it an essential function, while Scala et al., (2019) showed how
establishing a set of measures that show the impact of information security on achieving
organizational objectives helps provide that value-add proof. Showing the expensive results of
cyberbreaches also lends to proving value-creation (Connectwise, 2022). Bailetti and Craigen
(2020) and Hepfer and Powell (2020) recommended that the value of cybersecurity practices
should be communicated to stakeholders to build confidence and trust that confidential business
information is protected. Table 4 provides the value creation items and the literature from which
they were derived.



120 June 2022 | Volume 1, Number 2

Table 4

Value Creation Items from the Literature

Citations Solutions for Round 1 of Delphi Study
(Information Systems Audit  Ensure value creation is a foundational governance principle.
and Control Association,

2012)

(Holt, 2013) Develop means to ensure IT services meet current and future
business requirements.

(Volchkov, 2018) Develop strategies to optimize IT investments supporting

organizational objectives.

(International Organization  Ensure the governance plans answer stakeholder needs by

for Standardization, 2018) enhancing societal values.

(Volchkov, 2018) Develop a performance measurement strategy to report
information security metrics that ensure organizational
objectives.

(Hepfer & Powell, 2020) Communicate the firm's cybersecurity practices to

customers, to build trust and confidence that critical business
information is protected.

(Scala et al., 2019) Develop information security metrics that measure security
practices’ impact on organizational objectives.

(Suer, 2018) Develop a set of KPI's that measure the value of security
investments.
(Xu et al., 2019) Proactively make cybersecurity investments to protect

business information that gain a competitive advantage.

(Xu et al., 2019) Cybersecurity investments to protect business information
should be made reactively as cyber threat information is
made available.

(Bailetti & Craigen, 2020) Communicate to stakeholders the importance the company
places on protecting business information.
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Modified Delphi Technique

This mixed-method study used a modified Delphi technique, rather than a classic Delphi
technique. Instead of beginning with interviewing or focus group questioning for Round 1, the
modified technique started the data collection with a survey seeded with practices and
suggestions from the literature and frameworks, as shown in Tables 2, 3, and 4; it also elicited
from the participants updated, future-looking, and additional information about each of those
ideas (Stewart et al., 1999). Solomon et al. (2021) noted that the modified Delphi technique is
“used in the social sciences as a method for formalizing input from multiple parties, using voting
and discussion” (p. 342). In this study, four consecutive rounds of data collection and analysis
occurred.

Participant Recruitment and Requirements

Purposive, nonprobabilistic sampling was used for this study to take advantage of expert
knowledge regarding the study’s cybersecurity focus, as recommended by Palinkas et al. (2015)
and Skulmoski et al. (2007). Varying opinions exist about the best sample size and homogeneity
needed for a Delphi expert panel (Akins et al., 2005; Avella, 2016; Keeney et al., 2001). A
typical Delphi panel size is between 10-20 panelists and will see a participation rate of 70%
(Akins et al., 2005; Hasson et al., 2000).

In this study, an a priori goal of 18 panel members was exceeded; 20 panelists contributed
throughout all four rounds of the study. Attrition, which is normal for Delphi studies, was low; in
this case, only two out of the 22 (9%) originally identified participants left the study prior to its
completion. Based on comments from multiple participants, the low attrition was gained due to
the experts’ interest in both contributing to the results and learning about the final decisions of
the panel.

Participant Characteristics

Skulmoski et al. (2007) said to ensure Delphi participants had knowledge relevant to the study
topic, a willingness and capacity to participate, time to actively engage, and the ability to
effectively communicate. Potential participants found through UserInterviews were provided the
following criteria and the required expert qualifications (Keeney et al., 2001) to decide to self-
select for the study:

= 3+ years of current experience in the information security, or cybersecurity, or I'T
management field;an

= bachelor’s degree or higher in a related field or demonstrated equivalent experience; and

= experience in strategy formulation or consulting related to small and medium-sized
business operations, cybersecurity, or information security activities.
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Selected participants’ qualifications were then cross-checked using LinkedIn before receiving
invitations and informed consents for the study participation. Capella University IRB approval
and forms were used to recruit, gain consent, and confirm qualifications of the participants.

Delphi Data Collection and Analysis

Delphi techniques use rounds of data collection and analysis, and in this study, four rounds were
used. The analyses built on each round.

Round 1 Data Collection

A survey based on the findings from the literature review was created and reviewed by two
Delphi technique experts. Two modifications occurred, including adding expert panel comment
options to Round 1 and a ratings section. A sample item of Round 1 is provided in Figure 2.

Figure 2

Sample Instrument Question from Round 1

* 3. Audit the company culture to create a set of key performance indicators (KPI) to establish a baseline
Security culture. 9 o

Agree with this practice "as is"
Agre t rew X
Agree, but reword as follows
i ee with th i L
Disagree with the use of this practice

Reword practice or state why you do not agree with this practice:

Round 1 was opened on June 5, 2021 and closed on June 12", 2021 with one reminder sent June
10", A response rate of 95% was achieved with average completion time of 24 minutes over the
20 participants (the one participant who failed to complete the survey was removed from the
study). Round 1 included 35 strategic information and cybersecurity solutions organized by
security culture, strategic alignment, and value creation (Tables 5, 6, and 7, respectively, with
tallied responses). The panelists offered 64 unique comments on security culture, including
solution rewording, disagreement explanations, or general unrelated comments (i.e., P9 said
“Completed..Very interesting. I'm involved in this activity in my current company...Looking
forward to the next survey...best.”
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Table 5

Round 1 Panelists Responses — Security Culture

Solution Total Number of Occurrences
Agree  Agree,but  Disagr Comme
"as reword ee nts
is"
Audit the company culture to create a set of key 14 4 2 5

performance indicators (KPI) to establish a
baseline security culture

Develop methods to measure employee security 18 2 0 3
competence.
Create regular information and cybersecurity 17 3 0 5

training programs to create awareness for
employees on how to respond to security threats.

Establish a comprehensive training program to 18 2 0 3
promote information security knowledge among

employees.

A corporate learning initiative should be enacted 12 8 0 9

to ensure the aspect of information security are
communicated to all levels of the organization.

All employees should be trained on legal 12 2 6 9
regulations regarding cybersecurity.

Companies should invest in the personal needs 14 2 4 6
of the employees to enhance loyalty and reduce
the risk of insider threats.

Security policies and practices tend toward 12 3 5 6
simplicity to ensure employee convenience for

easier adherence to information security

practices.

A comprehensive employee management system 14 4 2 5
should be enacted that includes good and bad
consequences of information security behaviors.

Develop awareness programs that are "top- 17 2 1 3
down" in the organizations to ensure that all
levels understand the policies, practices, and
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consequences of protecting business
information.

Develop strategies to mitigate insider threats to 18 2 0 2
systems and networks.

Develop access control plans to control who can 15 5 0 5
access business information with a “need to
know” way of working.

Leadership provides sponsorship for 16 3 1 3
cybersecurity
governance.

Table 6

Round 1 Panelists Responses — Strategic Alignment

Solution Total Number of Occurrences
Agree Agree, but Disagr Comme
"as is" reword ee nts
Create a process where security teams and IT 17 3 0 5

teams, developers, and functional business
teams collaborate early in the IT and enterprise
software development cycle to ensure
alignment of security and business goals.

Business leaders and information security 12 4 4 6
teams joint fill in Osterwalder's Business

Model Canvas to understand all facets of the

business, security, and customer relationships.

An aligned business and security strategy and 9 7 4 9
roadmap should be created to span a three-year

period.

Create a cross-functional committee to 14 0 6 4

establish a centralized technology budget
structure to offer transparency into security
and IT investments to internal stakeholders.

Create information security key performance 17 1 2 2
indicators that tie directly to business goals and
imperatives.
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Align information security practices with
business strategy to support organizational
objectives.

Ensure that the information security strategy
considers the current and ongoing needs of the
business strategy.

Leadership active involvement and
commitment to in strategic planning related to
security services.

Develop an organizational strategy to manage
cybersecurity risks that supports enterprise
objectives.

Develop appropriate activities (strategy
making) to enable the organization to manage
data with sufficient granularity to manage
privacy risks.

Develop a cybersecurity risk management
profile for use in strategy formulation.

18 0 2 1
18 1 1 2
14 5 1 6
18 2 0 2
19 1 0 1
20 0 0 0

Table 7

Round 1 Panelists Responses — Value Creation

Solution

Total Number of Occurrences

Ensure value creation is a foundational
governance principle.

Develop means to ensure IT services meet
current and future business requirements.

Develop strategies to optimize IT investments
to support organizational objectives.

Ensure the information and cybersecurity
governance plans answer stakeholder needs by
enhancing societal values.

Agree Agree,but  Disagr Comme
"as is" reword ee nts
14 4 2 5
19 1 0 2
19 1 0 1
11 0 9 7




126 June 2022 | Volume 1, Number 2

Develop a performance measurement strategy 19 1 0 1
to report information security metrics to assure
the achievement of organizational objectives.

Communicate the firm’s cybersecurity 18 0 2 2
practices to build trust and confidence that

critical business information is protected in the

eyes of the customer.

Develop information security metrics that 20 0 0 0
measure security practices' impact on
organizational objectives.

Develop a cybersecurity KPI scorecard that 16 4 0 4
reflects measures the value of security

investments.

Cybersecurity investments to protect business 17 3 0 3

information should be made proactively to
obtain a competitive advantage.

Cybersecurity investments to protect business 12 3 5 7
information should be made reactively as
cyber threat information is made available.

Communicate to the stakeholders the 20 0 0 0
importance the company places on protecting
business information.

Round 1 Data Analysis

The Round 1 comments (N = 134) included ideas to update, enhance, or reword the original
solutions. enhancements to the original solutions. A significant number of changes and updates
were made before moving the new list to Round 2. The following shows examples of how the
Round 1 qualitative data were analyzed and used.

The original solution “Security policies and practices tend toward simplicity to ensure employee
convenience for easier adherence to information security practices” received a comment from P3
that adding “effectiveness” and expanding the solution to include the four “P’s” — policies,
procedures, processes, and practices was appropriate. Other commenters ignored the term
“employee convenience”, instead saying "easier adherence," "easily understand and comply,"
and "easy to understand and comply." Synthesis yielded a more robust solution, “Security
policies, procedures, processes, and practices should be kept simple, clear and effective to ensure
that employee can easily understand them, making it easier to comply” for Round 2.
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While some experts disagreed with solutions, their comments were uncompelling; thus, the
solutions advanced to Round 2. However, multiple panelists disagreed with the solution, “An
aligned business and security strategy and roadmap should be created to span a 3-year period.”
The comments showed that while the initial part of the practice was accepted, the period was too
long. Round 2’s version was, “An aligned business and security strategy and roadmap should be
created and updated annually.” Tables 8 through 10 show the updated solutions that were passed
to Round 2 of the study. Overall, 25 original solutions (out of 34) were re-worded and nine new
solutions were added (see tables, red comments).

Table 8

Round 1 Synthesized Solutions Passed to Round 2 — Security Culture

Original Solution

Synthesized Solution

Justification

Audit the company culture to
create a set of key
performance indicators (KPI)
to establish a baseline
security culture.

Develop methods to measure
employee security
competence.

Create regular information
and cybersecurity training
programs to create awareness
for employees on how to
respond to security threats.

Establish a comprehensive
training program to promote
information security
knowledge among
employees.

Periodically audit any
existing company policies
and culture to create a set of
key performance indicators
(KPI) to establish a baseline
security culture reinforced
with cybersecurity training
and awareness programs.

Develop methods to measure
employee security
competence and address any
identified gaps.

Create periodic information
and cybersecurity training
and awareness programs that
educate employees on how to
detect and respond to security
threats.

Establish a comprehensive
training program to promote
information security
knowledge among employees
with additional training
available depending on the
employee role (i.e., secure
coding for developers).

Completeness — added a time
element to indicate the
activity should not be a single
event. The training and
awareness programs were
added to ensure the audit is to
create actions and the KPI are
a measure of progress.

Completeness

Completeness — added the
time element to ensure that
this activity is not a one-time
activity.

Completeness — addition of
role specific training as
appropriate.
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A corporate learning initiative
should be enacted to ensure
the aspect of information
security are communicated to
all levels of the organization.

All employees should be
trained on legal regulations
regarding cybersecurity.

Companies should invest in
the personal needs of the
employees to enhance loyalty
and reduce the risk of insider
threats.

Security policies and
practices tend toward
simplicity to ensure employee
convenience for easier
adherence to information
security practices.

A comprehensive employee
management system should
be enacted that includes good
and bad consequences of
information security
behaviors.

Develop awareness programs
that are "top-down" in the
organizations to ensure that
all levels understand the
policies, practices, and
consequences of protecting
business information.

A corporate learning initiative
should be enacted or
implemented to ensure that
all appropriate aspects of
information security are
communicated to all levels of
the organization.

All employees should be
trained on applicable legal
regulations regarding
cybersecurity.

Companies should evaluate
employee needs on a regular
basis to identify any potential
issues that could lead to the
risk of insider threats.

Security policies, procedures,
processes, and practices
should be kept simple, clear,
and effective to ensure that
employees can easily
understand them making it
easier to comply.

A comprehensive employee
management system should
be enacted that reinforces
positive behavior and ensures
bad behavior and poor
security habits are addressed
and corrected appropriately.

Develop awareness programs
that are "top-down" in the
organizations to ensure that
all levels understand the
policies, procedures,
processes, practices, and the
importance of protecting
business information.
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Clarity

Clarity

Completeness and clarity —
evaluation and identification
of employee needs to reduce
insider threat are more clearly
actionable.

Completeness — addition of
the two other “P*”’s to include
practices and procedures and
the element of
understandability to ease
compliance.

Completeness

Completeness — addition of
the four “P’s”
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Develop strategies to mitigate Develop strategies and plans ~ Completeness
insider threats to systems and  to understand and mitigate
networks. insider threats to systems and

networks.

Develop access control plans  Develop and maintain access  Clarity

to control who can access control plans to control who
business information with a can access what business
“need to know” way of information based on a “need
working. to know” principles.
Leadership provides Leadership provides Completeness
sponsorship for cybersecurity  sponsorship, ownership, and
governance. direction for cybersecurity
governance.

Develop employee training and reward programs to enhance =~ New solution.
employee "buy-in".

Cybersecurity news and general how-to's should be regularly =~ New solution.
shared with staff to encourage a sense of security culture
normalcy.

New solution.
If a cyber incident occurs, employees should be informed of
needed behavioral changes, and training programs should be
developed if needed. New solution.

Educate and enhance awareness of information security as a
way of working life. New solution.

Create an ongoing risk register that can be used to promote
information security knowledge among employees. New solution.

Review program practices to ensure that new procedure has
minimal impact on work products. New solution.

Monitor the network with Security information and event
management (SIEM) tools.

Note: Additional practices suggested by the panelists are in red.
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Round 1 Synthesized Solutions Passed to Round 2 — Strategic Alignment

Original Solution

Synthesized Solution

Justification

Create a process where
security teams and IT teams,
developers, and functional
business teams collaborate
early in the IT and enterprise
software development cycle
to ensure alignment of
security and business goals.

Business leaders and
information security teams
joint fill in Osterwalder's
Business Model Canvas to
understand all facets of the
business, security, and
customer relationships.

An aligned business and
security strategy and roadmap
should be created to span a 3-
year period.

Create a cross-functional
committee to establish a
centralized technology budget
structure to offer transparency
into security and IT
investments to internal
stakeholders.

Create a process where
security teams and IT teams,
developers, and functional
business teams collaborate
early in the IT and enterprise
software development cycle
to ensure alignment of
security and business goals
with clearly defined
objectives.

Business and information
security teams document all
facets of the business,
security, and customer
relationships such as the
Osterwalder's Business
Model Canvas

An aligned business and
security strategy and roadmap
should be created and
updated annually.

Create a cross-functional
committee to establish a
centralized technology budget
structure offering
transparency into security and
IT investments to internal
stakeholders.

Completeness

Appropriateness — reworded
to use the BMC as an
example tool and not the only
tool that can be used. Each
business may need to use a
different tool. The goal of the
study is to find practices that
an SME can use - not all will
be able to use the BMC.

Appropriateness — The
panelist recommendations
were clear that the span of 3
years is too long for this topic
because the landscape
changes rapidly. All
comments that suggest
rewording suggested a 1-year
period was appropriate.

No Change — the comments
were more observational and
not recommendations to
reword the solution.
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Create information security
key performance indicators
that tie directly to business
goals and imperatives.

Align information security
practices with business
strategy to support
organizational objectives.

Ensure that the information
security strategy considers the
current and ongoing needs of
the business strategy.

Leadership active
involvement and commitment
to in strategic planning
related to security services.

Develop an organizational
strategy to manage
cybersecurity risks that
supports enterprise
objectives.

Develop appropriate activities
(strategy making) to enable
the organization to manage
data with sufficient
granularity to manage privacy
risks.
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Create information security
key performance indicators
that align directly to business
goals and imperatives and
clearly articulate the risks that
are being addressed.

Align information security
practices with business
strategy to support
organizational objectives.

Ensure that the information
security strategy considers the
current and ongoing needs of
the business strategy.

Leadership maintains active
involvement and commitment
to strategic planning related
to security services.

Develop an organizational
strategy to manage
cybersecurity risks that
supports enterprise objectives
with clearly defined
ownership.

Develop appropriate activities
(strategy making) to enable
the organization to manage
data with sufficient
granularity to manage privacy
and security risks.

Completeness - The addition
of "clearly articulate the risk
that are being addressed"
more aligns this practice with
the key business concept
"Strategic Alignment". The
practice is strengthened by
the addition.

No Change — the comments
were more observational and
not recommendations to
reword the solution.

No Change — the comments
were more observational and
not recommendations to
reword the solution.

Completeness - The addition
of maintains to the solution
adds a "time element" to the
solution and clarifies the
ongoing role of SME
leadership to address the
evolving security threats.

Completeness - The addition
of "clearly defined
ownership" strengthens the
solution. Identification of
who will own the
implementation of the
strategy is critical.

Completeness - The addition
is logical and enhances the
solution by adding “security
risks” to privacy risks.
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Develop a cybersecurity risk
management profile for use in
strategy formulation.

Develop a cybersecurity risk
management profile for use in
strategy formulation.
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No Change — no
recommended rewording or
comments were provided by
the panelists.

Note. No new solutions were proposed.

Table 10

Round 1 Synthesized Solutions Passed to Round 2 — Value Creation

Original Solution

Synthesized Solution

Justification

Ensure value creation is a
foundational governance
principle.

Develop means to ensure IT
services meet current and
future business requirements.

Develop strategies to
optimize IT investments to
support organizational
objectives.

Ensure value creation is a
foundational governance
principle.

Develop means to ensure IT
services meet current and
future business requirements.

Develop strategies to
optimize IT investments to
support organizational
objectives including the
identification and reduction
of risk.

No Change — comments did
not offer rewording.

The original wording will
remain for this practice. A
review of the original practice
sources from ISO38500
intended to address any IT
services are meant to do what
is necessary - not over-
engineered or under-
engineered to meets its
purpose. Ensuring any IT
service meets requirements
required resources.
Requirements in technical
disciplines are another way to
describe how resources are
expended (tasks and money
are not separable).

Completeness.
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Ensure the information and
cybersecurity governance
plans answer stakeholder
needs by enhancing societal
values.

Develop a performance
measurement strategy to
report information security
metrics to assure the
achievement of
organizational objectives.

Communicate the firm’s
cybersecurity practices to
build trust and confidence
that critical business
information is protected in
the eyes of the customer.

Develop information security
metrics that measure security
practices' impact on
organizational objectives.

Develop a cybersecurity KPI
scorecard that reflects
measures the value of
security investments.
Cybersecurity investments to
protect business information
should be made proactively to
obtain a competitive
advantage.

Cybersecurity investments to
protect business information
should be made reactively as
cyber threat information is
made available.
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Ensure the information and
cybersecurity governance
plans answer stakeholder
needs by enhancing societal
values.

Develop a performance
measurement strategy to
report information security
metrics to allow for informed
decision making in the
pursuit of organizational
objectives.

Communicate the firm’s
cybersecurity practices to
build trust and confidence
that critical business
information is protected in
the eyes of the customer.

Develop information security
metrics that measure security
practices' impact on
organizational objectives.

Develop a cybersecurity KPI
scorecard that measures the
value of security investments.

Cybersecurity investments
should be made to proactively
to protect business
information.

Cybersecurity threats should
be continuously monitored,
and new investments should
be made as additional threat
information becomes
available.

No Change — comments did
not offer rewording.

Completeness

No Change — comments did
not offer rewording.

No Change — comments did
not offer rewording.

Clarity

Clarity

The panelist comments state
that investments are made
based on a "reaction to new
information" and aligns with
the intent of the original
practice.
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Communicate to the Communicate to the No Change — comments did
stakeholders the importance  stakeholders the importance ~ not offer rewording.

the company places on the company places on

protecting business protecting business

information. information.

Develop additional security planning to support organizational New solution.
growth objectives.

New solution.
Cybersecurity investments to protect business information
should be made to address current and emerging risk to the
organization.

Note: Additional practices suggested by the panelists are in red.
Round 2 Data Collection

The synthesized and new solutions from Tables 8, 9, and 10 became the foundation of the Round
2 instrument. The goal for Round 2 was to learn whether the experts felt the solutions gleaned
from literature from large firm research could also be desirable (useful) and feasible (existing,
affordable, and manageable) for SMEs. The rating system used Likert-type scales as shown in
Table 11.

Table 11

Round 2 Instrument Ratings

Rating Level Desirability Feasibility

5 Very desirable Very Feasible

4 Desirable Feasible

3 Neither desirable nor undesirable Neither feasible nor infeasible
2 Undesirable Infeasible

1 Very undesirable Very infeasible

The Round 2 survey was opened from June 15 to 22, 2021, with email reminders sent on June
18" and 20™. The survey achieved a 100% response rate (N = 20) and, on average, participants
spent 27 minutes completing the survey. The predetermined requirement for earning a “desirable
and feasible” final rating was 4 or above for each category.

Round 2 Data Analysis
The Round 2 scores for desirability and feasibility were analyzed using the threshold of 75% for

advancing the solution to Round 3. Tables 8 to 10 provide the advanced solutions with their
scores.
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Table 8

Security Culture Solutions Advanced to Round 3

Solution Desirability Feasibility
Periodically audit any existing company policies and culture to

create a set of key performance indicators (KPI) to establish a

baseline security culture reinforced with cybersecurity training and 90% 75%
awareness programs.

Create periodic information and cybersecurity training and
awareness programs that educate employees on how to detect and 95% 95%
respond to security threats.

Establish a comprehensive training program to promote

information security knowledge among employees with additional

training available depending on the employee role (i.e., secure 95% 80%
coding for developers).

A corporate learning initiative should be enacted or implemented
to ensure that all appropriate aspects of information security are

0 0
communicated to all levels of the organization. 100% 5%
Security policies, procedures, processes, and practices should be
kept simple, clear, and effective to ensure that employees can 95 759,
0 0

easily understand them making it easier to comply.

Develop awareness programs that are "top-down" in the

organizations to ensure that all levels understand the policies,

procedures, processes, practices, and the importance of protecting 90% 85%
business information.

Develop and maintain access control plans to control who can

access what business information based on a “need to know” 100% 95%
principles.

Develop employee training and reward programs to enhance

employee "buy in". 85% 80%

Cybersecurity news and general how-to's should be regularly
shared with staff to encourage a sense of security culture
normalcy.

90% 75%
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If a cyber incident occurs, employees should be informed of
needed beh;moral changes, and training programs should be 95% 95%
developed if needed.

Monitor the network with Security information and event 100% 85%
management (SIEM) tools.

Table 9

Strategic Alignment Solutions Advanced to Round 3

Solution Desirability Feasibility
An aligned business and security strategy and roadmap
should be created and updated annually. 100% 85%

Ensure that the information security strategy considers the
current and ongoing needs of the business strategy. 90% 85%

Develop an organizational strategy to manage cybersecurity
risks that supports enterprise objectives with clearly defined 100% 75%
ownership.

Table 10

Value Creation Solutions Advanced to Round 3

Solution Desirability Feasibility
Ensure value creation is a foundational governance principle. 90% 759,

Communicate the firm’s cybersecurity practices to build
trust and confidence that critical business information is o o
! 85% 90%
protected in the eyes of the customer.
Cybersecurity investments should be made to proactively to
protect business information. 95% 80%

Cybersecurity threats should be continuously monitored, and 100% 75%
new investments should be made as additional threat
information becomes available.

Communicate to the stakeholders the importance the
company places on protecting business information. 95% 100%
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Solution Desirability Feasibility
Cybersecurity investments to protect business information

should be made to address current and emerging risk to the 100% 75%
organization.

After applying the 75% threshold, 20 solutions moved to Round 3 from a field of 44 (Table 11).
The panel rated one solution as undesirable: “Ensure the information and cybersecurity
governance plans answer stakeholder needs by enhancing societal values,” with a desirability
score of 55%. All other omitted solutions were rated infeasible for SMEs, even though they were
desirable.

Table 11

Percentage of Solutions Advanced to Round 3

Key Business Total Count  Desirable Feasible Advanced to
Concept Round 3
Security Culture 20 20 11 55%
Strategic 11 11 3 27%
Alignment

Value Creation 13 12 6 50%

Round 2 Themes

Comments provided by the panelists for each of the solutions presented were qualitatively
analyzed to create themes.

Round 2 Theme 1: Types of Training to Assist with SME Cybersecurity. P2 thought
“departmental” training was appropriate, and P3, P4, and P20 suggested that “role-based training
was desirable as a security culture-building practice.” However, comments recommended not
training people about legal issues. P1 stated, “I can’t see a company of my size trying to train
everyone on legal regulations of cybersecurity.” P9 stated this was desirable “but heavy” and
P13 suggested that “This one seems tough because legal regulations regarding cybersecurity is
broad. Currently, it is trying to achieve the fact that employees are made aware of cybersecurity
trends and actions; applicable regulations may be an unnecessary uplift for ‘all employees’”. P2
said, “I don’t need to have contract knowledge,” and P3 said, “few benefit from knowing the
legal framework surrounding it all.”

Round 2 Theme 2: Top-Down Solutions for SME Cyber Policies Difficult. Some commenters
were negative about upper-leadership’s inputs into policymaking. P6 stated, “Many think they
are above the law. In many ways, they are,” yet P7 said, “if senior leadership is not driving and
leading by example, this all falls apart quickly.” P1 said, “my c-suite has zero interest in any sort
of security initiatives, let alone taking ownership of any,” and P4 warned, “you don’t want
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someone in leadership that knows nothing about security telling you what you need.” Overall,
commenters suggested that upper leadership in SMEs may be part of the security problem.

Other Thoughts from Round 2 to Round 3. Panelists did comment that the study was useful.
P1 offered via the User Interviews internal messaging platform, “Really enjoying the surveys so
far! Interesting questions I've never thought about before that I'm going to implement in my own
organization.” P11 offered, “This was very insightful. Really in-depth questions which really
made me think about different possibilities and scenarios.” P16 offered,

I am deeply into Cyber Security, GRC and been managing some large initiatives for
FinTech and social media companies. I usually like to stay ahead of the curve and these
studies/surveys are one way to know and see how researchers are reinventing the
Cybersecurity landscape.

Round 3 Data Collection

The Round 3 survey, consisting of the remaining 20 solutions, was opened to participants from
June 23 to 30, 2021, and received a 100% response rate with an average of 8 minutes spent.
Panelists rank-ordered the solutions within each category using a scale of 1 = most important, 2
= next most important, etc. Figure 3 shows a sample survey question.

Figure 3

Round 3 Strategic Alignment Sample Question

* 4. Please enter your rankings for the three Strategic Alignment forward-looking practices with 1 being the
most preferred, 2 being the second most preferred, etc. © o

An aligned business and security strategy and roadmap should be created and updated annually.

4

Ensure that the information security strategy considers the current and ongoing needs of the business
strategy.

4

Develop an organizational strategy to manage cybersecurity risks that supports enterprise objectives with
clearly defined ownership.

4

Round 3 Data Analysis

The ranking decisions were analyzed using weighted averages, as per the following equation,
where 7 = response count for the answer choice and w = weight of the ranking choice:

Wy + 1w, + 1wy,

number of responses
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Weights were reverse ranked to give the highest ranked item (1) the highest ranked store (i.e., 11
for security culture). Tables 12 to 14 show the weighted average rankings for Round 3, provided
from highest ranked item (most important) to lowest ranked item (least important).

Table 12

Security Culture Weighted Average Rankings

Solution Score
Develop and maintain access control plans to control who can access what business
information based on a “need to know” principles. 7.80

Monitor the network with security information and event management (SIEM) tools.

7.25

Develop awareness programs that are "top-down" in the organizations to ensure that all
levels understand the policies, procedures, processes, practices, and the importance of 6.65
protecting business information. '
Security policies, procedures, processes, and practices should be kept simple, clear, and
effective to ensure that employees can easily understand them making it easier to 6.45
comply. '
Establish a comprehensive training program to promote information security
knowledge among employees with additional training available depending on the 6.10
employee role (i.e., secure coding for developers). '
Develop employee training and reward programs to enhance employee "buy in". 6.00
If a cyber incident occurs, employees should be informed of needed behavioral 5.90
changes, and training programs should be developed if needed. :
A corporate learning initiative should be enacted or implemented to ensure that all
appropriate aspects of information security are communicated to all levels of the 5.80
organization.
Create periodic information and cybersecurity training and awareness programs that

. 5.60
educate employees on how to detect and respond to security threats.
Cybersecurity news and general "how-to's" should be regularly shared with staff to
encourage a sense of security culture normalcy. 4.55
Periodically audit any existing company policies and culture to create a set of key 3.90

performance indicators (KPI) to establish a baseline security culture reinforced with
cybersecurity training and awareness programs.
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Table 13

Strategic Alignment Solutions Weighted Average Rankings

Solution Score
Develop an organizational strategy to manage cybersecurity risks that supports
enterprise objectives with clearly defined ownership. 2.45

Ensure that the information security strategy considers the current and ongoing needs

of the business strategy. 1.85

An aligned business and security strategy and roadmap should be created and updated 1.70

annually. )
Table 14

Value Creation Solutions Weighted Average Rankings

Solution Score
Cybersecurity threats should be continuously monitored and new investments should be 4.50
made as additional threat information becomes available.

Cybersecurity investments to protect business information should be made to address 4.40
current and emerging risk to the organization.

Cybersecurity investments should be made to proactively to protect business 3.55
information.
Communicate to the stakeholders the importance the company places on protecting 2.95

business information.
Communicate the firm’s cybersecurity practices to build trust and confidence that critical ~ 2.85
business information is protected in the eyes of the customer.

Ensure value creation is a foundational governance principle. 2.75

Round 4 Data Collection

The Round 4 survey measured the experts’ confidence level in the final set of solutions. Open
from July 2 to July 7, 2021, it received a 100% response rate with average time spent of 12
minutes. The instrument listed the solutions with the following scale of choices:
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5 = Very Confident (low risk of being wrong),

4 = Confident (some risk of being wrong),

3 = Neither Confident nor Unconfident (neutral),
2 = Unconfident (substantial risk of being wrong),
1 = Very Unconfident (great risk of being wrong).

Round 4 Data Analysis

Solutions receiving at least 70% of the panelists rating of 4 or higher were considered credible.

Tables 15 to 17 show the confidence rating scores.

Table 15

Security Culture Confidence Rating Scoring Totals

Solution

Develop and maintain access control plans to control who can
access what business information based on a “need to know”
principles.

Monitor the network with security information and event
management (SIEM) tools.

Develop awareness programs that are "top-down" in the
organizations to ensure that all levels understand the policies,
procedures, processes, practices, and the importance of
protecting business information.

Security policies, procedures, processes, and practices should be
kept simple, clear, and effective to ensure that employees can
easily understand them making it easier to comply.

Establish a comprehensive training program to promote
information security knowledge among employees with
additional training available depending on the employee role
(i.e., secure coding for developers).

Develop employee training and reward programs to enhance
employee "buy-in".

If a cyber incident occurs, employees should be informed of
needed behavioral changes, and training programs should be
developed if needed.

A corporate learning initiative should be enacted or implemented
to ensure that all appropriate aspects of information security are
communicated to all levels of the organization.

Create periodic information and cybersecurity training and
awareness programs that educate employees on how to detect
and respond to security threats.

4 5 Percent
5 12 &5
5 10 75
9 9 90
6 12 90
10 8 95
4 7 55
7 10 &5
5 10 75
4 12 80
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Cybersecurity news and general "how-to's" should be regularly 0 22 8 8 80
shared with staff to encourage a sense of security culture

normalcy.

Periodically audit any existing company policies and culture to 016 5 8 65
create a set of key performance indicators (KPI) to establish a

baseline security culture reinforced with cybersecurity training

and awareness programs.

Note: The practices highlighted in red did not meet the 70% confidence threshold.
Table 16

Strategic Alignment Confidence Rating Scoring Totals

Solution 1 234 5  Percent
Develop an organizational strategy to manage cybersecurity risks 0 1 2 7 10 85
that supports enterprise objectives with clearly defined ownership.

Ensure that the information security strategy considers the current 0 2 2 7 9 80

and ongoing needs of the business strategy.

An aligned business and security strategy and roadmap shouldbe 0 0 6 4 10 70
created and updated annually.

Table 17

Value Creation Confidence Rating Scoring Totals

—
[\
(98]

Solution 4 5 Percent
Cybersecurity threats should be continuously monitored,and 0 0 0 10 10 100
new investments should be made as additional threat

information becomes available.

Cybersecurity investments to protect business information 0 01 10 9 095
should be made to address the current and emerging risk to the

organization.

Cybersecurity investments should be made to proactively to 1 11 8 9 &5

protect business information.

Communicate to the stakeholders the importance the company 0 2 2 7 9 80
places on protecting business information.
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Communicate the firm’s cybersecurity practices to buildtrust 0 3 2 6 9 75
and confidence that critical business information is protected
in the eyes of the customer.

Ensure value creation is a foundational governance principle 1 1 6 5 7 60

Note: The practice highlighted in red did not meet the required 70% confidence threshold.

Round 4 Reasons for Low Confidence. The security culture had two low-confidence practices.
The reasons for low-confidence ratings seemed somewhat conflicting. While multiple
commenters stated that reward programs were unnecessary practices, other comments in the
training area stated that certificates (often considered rewards) were important to give out after
training. Representative comments included P5’s “I don’t see the need for reward programs
related to training. Employees should be paid competitive wages, and their comp[ensation] will
be based on job responsibility which entails the protection of information/security, etc.”; P8
stated, “Training is critical, rewards may not be necessary,”; and P6 wrote that the focus should
be on operations and not individual’s buy-in:

[ think this should be placed closer to the back of the list. We're talking about small
companies, again, so I just don't think we should be focusing so much on the individual's
buy-in to the program and more focused on the technical operations of the program. I
think this is a valuable item, however. Just not number 6.

P9 stated,

Initial training process involves getting the employee a visual certificate for completing levels of
training. Management makes it a point to elevate employees who do well in training.

P20 added,

Some employees need incentives to peak [sic] interest. No harm has ever come from offering
rewards.

P14 offered that developing employee buy-in was a good practice and should be mandatory.

These comments suggested that there may not be a consensus among experts on the need to
create a reward program to gain employee buy-in as it pertains to developing and building a
security culture. P3 stated, You can’t manage what you don't measure. And P14 stated, This is a
good practice and should be mandatory.

P6 felt the practice deserved a higher overall ranking,
This should be much higher up in the list. KPI's need to be established, reviewed, and measured

FREQUENTLY.
PS5 expressed,
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Operating effectiveness of existing internal control should be examined on at least an annual
basis. External reviews or evaluations are essential for accountability and independence.

The removal of Periodically audit any existing company policies and culture to create a set of
key performance indicators (KPI) to establish a baseline security culture reinforced with
cybersecurity training and awareness programs seemed related to SME skepticism. P7 stated,
getting this established is much easier than maintaining it. P8 offered, Good practice, but goals
need to be set with achievable milestones. This comment may suggest that achievable milestones
are either overlooked or not established properly. P9 stated:

This has been driven more by the weight of the damages to the organization instead of
regularity...We have had some big hits this year, and our KPIs did not help us get that
under control...we are still developing strategies and KPIs.

The low-confidence value creation practice was Ensure value creation is a foundational
governance principle. P3 offered, Sounds like this comes out of LEAN.. if it doesn't create (or
have) value, don't do it. P9 stated, We review our process based on this key point....it is a
fundamental Agile principle. P14 offered this practice should be mandatory, and P6 stated, This
will help the overall program succeed! P5 wrote, Encourage value creation throughout an
organization will yield more motivation and a better security culture. Despite these five positive
comments, the item earned lowered confidence due to significant neutral responses.

Results and Discussion

The results of the study fulfilled its original purpose of discovering strategic cybersecurity risk-
management practices for SMEs and learning whether an expert panel agreed on the importance,
desirability, feasibility, and confidence level of those practices. Using an applied framework, the
study was guided by previous research, the stated problem, and the gap in practice.

Two project questions were answered by the study:

Question 1: Which forward-looking practices did a panel of IS strategic experts identify
as best fitting the needs of strategic cybersecurity risk management of SME business
information?

Tables 8, 9, and 10 provided the forward-looking practices from the panel participants, while
tables 12, 13, and 14 provided the ranked importance levels.

Question 2: Which of the practices were IS strategic experts able to reach consensus on
as to their desirability and feasibility for strategic cybersecurity risk management of SME
business information?
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Tables 15, 16, and 17 provided the panel experts’ choices of the solutions and practices they
were most confident, as a team of experts, in assisting SMEs with their cybersecurity risk-
management choices.

Discussion

ISACA (2012) defined a security culture as “A pattern of behaviors, beliefs, assumptions,
attitudes, and ways of doing things” (p. 91). The study results confirmed the ISACA definition.
For example, the comments related to Create periodic information and cybersecurity training
and awareness programs that educate employees on how to detect and respond to security
threats included P3’s, make it so and P14’s, This is a good practice and should be mandatory.
Adjust to the changing times/environment. P2 stated, should be mandatory, and P9 added, Yes,
we have training to match most recent types of attacks.... this has worked. The study replicated
Nel and Drevin’s (2019) suggestion that training and awareness efforts are critical to building a
security culture.

Strategic alignment is defined as information and cybersecurity plans and activities that enable
enterprise business strategy and objectives (International Organization for Standardization, 2018;
ISACA, 2012). The results showed that the three practices suggest that a SME should align the
business and security strategy using roadmaps that address current and future needs and risks,
which comports with Granneman’s (2018) suggestion that a roadmap for both the business and
security strategy should be created.

Pratt (2019) had found one-third firms lacked cybersecurity strategies and Connectwise (2022)
has increased that estimate to two-thirds post-pandemic. The study panelists commented that
SMEs most certainly need a cybersecurity strategy. P6 remarked, This is a key objective for an
SMB. Security has to be seen as an enabler for the organization. P3 supported P6’s assertion,
The whole reason for the security is to support the organization’s mission, and P20 stated, An
aligned strategy is critical in meeting business goals. P10 added, My confidence assessment
increases to the extent that information security policy is “written’ into general business
strategic thinking, One panelist offered his firm is actively engaging in this practice.

Value creation is defined as the demonstration of business value by positively contributing to
business objectives resulting from information and cybersecurity activities or investments
adjusted for risk (ISACA, n.d.; ISACA, 2012). The concept of value creation is predicated on the
premise that information security should advantage the business in some way. The literature
showed revenue, profits, innovation, customer retention, and growth are enhanced when robust
cybersecurity practices are enacted in SMEs (Lloyd, 2020). A key consideration for any business
is the customers they serve. Bailetti and Craigen (2020) and Hepfer and Powell (2020)
recommended that the value of cybersecurity practices should be communicated to stakeholders
to build confidence and trust that confidential business information is protected. The study
showed a theme of communicating the firm's security posture to customers and stakeholders. P5
stated, This is one of the best things that can be done, assuming there is data to back this up, and
This is important at all companies. It gets more consideration when it is a public declaration or
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contractual requirement for a certain level of information security (e.g., encryption of data, etc.).
P20 stated, Always communicate steps you 've taken to harden security and effective
communication with stakeholders is critical. P14 offered that communicating with customers and
stakeholders is good practice and should be mandatory.

Another theme from the study that emerged centered around when and how to invest in creating
value. P10 noted, Investing in cybersecurity is critical to managing a program and in creating
value. When addressing the practices that suggested investing in current and emerging threats
and monitor the environment to uncover new threat information, P3 offered, match protection to
the threat and Adapt your security program to meet the threat environment. P9 supported P5
comments, / have learned that there are things you may not be able to plan for. You have to
adjust across the board when new threats happen. P10 noted, Proactive investment is critical to
staying ahead in a rapidly evolving sector. This theme is supported by the findings in the
literature review, where it was noted that some scholars suggest investments to protect business
information should be made proactively, creating a competitive advantage.

Application and Recommendations

While the cyber threat continues to increase, SME leaders are unprepared (Connectwise, 2022).
This study produced practices that experts found were appropriate and implementable by SMEs
which resulted in a new SME-focused cybersecurity risk-management framework (see Figure 4).

Figure 4

The Ashley Information Protection Framework

Security Culture

1. Training and Awareness
2. Simplicity

3. Access Control

4. Monitoring

Strategic
Cybersecurity
Risk

Management
Practices

Strategic Alignment .
1. Ownership Strategic
2. Needs Based Alignment
3. Roadmaps

Value Creation
Value Creation ———— 1. Communication
2. When and How to Invest

Business Problem: The specific business
problem is that cyber-attacks within small and _—
medium enterprises produce average losses of -
$500,000 USD and impact business continuity
resulting in closure for most affected firms
within six months of a security breach.
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Note: The themes that emerged from the study results are noted on the original applied
framework to create the new framework.

Practical Application

Information security is a complex evolving issue to address. The AIPF includes roles for all
employees. Table 18 shows the practices mapped to a theme and the critical factors in practice.
One way to use this framework is to examine the critical factor and then apply the practice. For
example, for strategic alignment key business concept, the critical factors are “Define where you
are going,” “Define ownership,” and “Only address needs.” The critical factors establish the goal
and the practices define how to achieve the goal.

Table 18

Key to Using the Ashley Information Protection Framework

Key Business Theme

Concept

Practices

Critical Factor
in Practice

Security
Culture

Training and
Awareness

Develop awareness programs that are "top-
down" in the organizations to ensure that
all levels understand the policies,
procedures, processes, practices, and the
importance of protecting business
information.

Establish a comprehensive training
program to promote information security
knowledge among employees with
additional training available depending on
the employee role (i.e., secure coding for
developers).

If a cyber incident occurs, employees
should be informed of needed behavioral
changes, and training programs should be
developed if needed.

Create periodic information and
cybersecurity training and awareness
programs that educate employees on how
to detect and respond to security threats.

Top to bottom
awareness

Train everyone
based on needs

Communicate
changing
training needs

Teach
employees to
recognize issues
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Make security

should be regularly shared with staff to the “new
encourage a sense of security culture normal.”
normalcy

Simplicity Security policies, procedures, processes, Keep it Simple
and practices should be kept simple, clear,
and effective to ensure that employees can
easily understand them, making it easier to
comply.

Access Develop and maintain access control plans  Need to know

Control to control who can access what business for access
information based on a “need to know”
principles.

Monitor Monitor the network with security Trust but verify
information and event management
(SIEM) tools.

Periodically audit any existing company Evolve with the
policies and culture to create a set of key times
performance indicators (KPI) to establish a
baseline security culture reinforced with
cybersecurity training and awareness
programs.

Strategic

Alignment

Ownership Develop an organizational strategy to Define
manage cybersecurity risks that supports ownership
enterprise objectives with clearly defined
ownership.

Needs-Based Ensure that the information security Only address
strategy considers the current and ongoing  needs
needs of the business strategy.

Roadmaps An aligned business and security strategy ~ Define where
and roadmap should be created and you are going.
updated annually.

Value

Creation
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Communicati Communicate the firm’s cybersecurity Gain the trust of
on practices to build trust and confidence that  the customer
critical business information is protected in
the eyes of the customer.

Communicate to the stakeholders the Gain the trust of
importance the company places on the stakeholder
protecting business information.

When and Cybersecurity investments should be made  Be proactive
How to proactively to protect business information.
Invest
Cybersecurity threats should be Data-driven
continuously monitored, and new investments

investments should be made as additional
threat information becomes available.

Cybersecurity investments to protect Evolve your
business information should be made to investments
address the current and emerging risks to

the organization.

Area for Additional Studies

Additional studies to assist SMEs in maintaining an adequate security posture are critical.
Finding ways of taking large firm practices and scaling them for SMEs is a needed gap in
practice that future researchers could fill. For example, while Develop additional security
planning to support organizational growth objectives, achieved a 95% desirability score but a
60% feasibility score, research on how to increase feasibility is warranted.

The AIPF is future-looking in terms of emerging and evolving threats for current SME business-
size, but not with rapid growth. Research which includes a growth-factor of risk is needed. As a
firm grows, they tend to hire employees most often from other firms, changing culture, shifting
training needs, and incorporating risks from loyalty shifts. A research project within that realm is
encouraged.

Conclusion

A panel of 20 cybersecurity experts agreed that 20 specific strategic practices (Table 18, column
Practices) could apply to SMEs to assist them with reducing their risk of cyberbreaches. The
AIPF 2021 framework was created which extended the existing body of knowledge of business
information protection to SMEs. SME owners and principles can take the findings from this
study to begin creating and guiding their own cybersecurity strategic planning and practices.
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